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DETAILED ACTION 

Claim Rejections - 35 USC § 112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

2. The claims are generally narrative and indefinite, failing to conform with current U.S. 
practice. They appear to be a literal translation into English from a foreign document and are 
replete with grammatical and idiomatic errors. 

3. Claim 3 recites the limitation "the control flow graph" in claim. There is insufficient 
antecedent basis for this limitation in the claim. 

4. Claim 3 recites the limitation "the program" in claim. There is insufficient antecedent 
basis for this limitation in the claim. 

5. Claim 6 recites the limitation "the program" in claim. There is insufficient antecedent 
basis for this limitation in the claim. 

6. Claim 6 recites the limitation "the shared memory" in claim. There is insufficient 
antecedent basis for this limitation in the claim. 

7. Claim 7 recites the limitation "the stack" in claim. There is insufficient antecedent basis 
for this limitation in the claim. 

8. Claim 7 recites the limitation "the shared memory" in claim. There is insufficient 
antecedent basis for this limitation in the claim. 

9. Claim 8 recites the limitation "the shared memory" in claim. There is insufficient 
antecedent basis for this limitation in the claim. 
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Claim Objections 

10. Claims 6-8, 10 are objected to under 37 CFR 1.75(c) as being in improper form because a 
multiple dependent claim. See MPEP § 608.0 l(n). 

Claim Rejections - 35 USC § 101 

Claim 10 is rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. There is no computer readable medium on which the code is stored. 



Claim Rejections - 35 USC § 102 

1 1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

12. Claims 1-6, 8-10 are rejected under 35 U.S.C. 102(b) as being anticipated by Bres et al. 
European Patent EP0606802. 

As per claim 1 , Bres teaches a method to secure the execution of at least one module in 
an electronic unit comprising information processing means and information storage means, 
characterised in that, during the execution of said module, it consists, during the passage by at 
least one beacon, in storing one or more items of information concerning one or more 
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characteristics of said beacon and in checking, at at least one check point, the consistency of the 
information stored about all beacons encountered (page 5, lines 32-34; page 6, lines 12-17). 

As per claim 2, Bres teaches a method to secure at least one module designed to be 
integrated in an electronic unit including information processing means and information storage 
means, characterised in that it integrates automatically in said module equipped with a set of 
directives a set of static data, beacon functions and verification functions, the first representing a 
set of valid executions, the second calculating dynamically a representation of the execution, and 
the last used to check the consistency of the static and dynamic data (page 6, lines 12-17; page 7, 
lines 5-14). 

As per claim 3, Bres teaches a method according to claim 2, characterised in that it uses 
the control flow graph of the program to be protected to generate the static information used by 
the verification functions (page 5, lines 3-5; page 4, lines 35-38). 

As per claim 4, Bres teaches a method according to claim 2 or 3, characterised in that a 
beacon is information which defines the characteristics of the corresponding passage point and/or 
one or more other passage points (page 6, lines 12-17, 1-5). 

As per claim 5, Bres teaches a method according to claim 4, characterised in that a 
beacon is one of the following elements, a combination of several of them, or all of them: an 
integer locating the beacon in the code to be protected; a Boolean variable defining whether it is 
the first or the last beacon; a data structure characterising, according to the value of a register or 
a given variable, all beacons through which passage will be forbidden (using a verification 
function) in the remaining execution; a data structure characterising, according to the value of a 
register or a given variable, all beacons through which passage will be forced (using a 
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verification function) in the remaining execution (page 6, lines 12-17; page 11, line 36 - page 12, 
line 1). 

As per claim 6, Bres teaches a method according to one of claims 2 to 5, characterised in 
that a beacon function is one which is called by the program at each passage by a beacon and 
which will consist in storing dynamically in the shared memory various items of information 
concerning the beacon (page 6, lines 12-17; page 7, lines 5-14). 

As per claim 8, Bres teaches a method according to one of claims 2 [to 7], characterised 
in that a history verification function is one called at each check point to check the consistency of 
the information stored in the shared memory during the successive calls of the beacon functions 
(page 6, lines 12-17). 

As per claim 9, Bres teaches an electronic unit including information processing means 
and information storage means containing at least one module to be executed characterised in 
that it includes the means required, during the execution of said module, and during the passage 
by at least one beacon, to store one or more items of information concerning one or more 
characteristics of said beacon in said storage means and means to check, at at least one check 
point, the consistency of the information stored about all beacons encountered (page 6, lines 12- 
17). 

As per claim 10, Bres teaches a program including program code instructions to execute 
the steps of the method according to one of claims 1 to 6 when said program is run in an 
electronic unit (see claim 1). 



Application/Control Number: 10/549,793 Page 6 

Art Unit: 2113 

Claim Rejections - 35 USC § 103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

14. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Bres in view of 
Microsoft Computer Dictionary (MCD). 

As per claim 7, Bres teaches a method according to claim 6. Bres does not explicitly 
teach it characterised in that a beacon function is one which pushes the beacon onto the stack in 
the shared memory and/or one which updates a checksum contained in the shared memory with 
the beacon data. MCD does teach a checksum (page 84). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to use the checksum of MCD in the 
process of Bres. One of ordinary skill in the art would have been motivated to use the checksum 
of MCD in the process of Bres because MCD teaches the checksum to be a process by which to 
compare data to check if not matching and therefore an error; an explicit desire of Bres (page 6, 
lines 12-17). 

Conclusion 

1 5 . The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure: See attached PTO-892. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CHRISTOPHER S. MCCARTHY whose telephone number is 
(571)272-3651. The examiner can normally be reached on M-F, 9 - 5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert Beausoliel can be reached on (571)272-3645. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Christopher S. McCarthy/ 
Primary Examiner, Art Unit 2113 



